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What Are AI and LLMs?

• Artificial Intelligence (AI): Machines performing tasks that typically require human 

intelligence

• Natural Language Processing (NLP): Understanding and generating human language

• Machine Learning (ML): A subset of AI where systems learn patterns from data 

instead of following fixed rule

• Large Language Models (LLMs): Trained on vast text data to process free-text input 

and generate structured outputs

• GenAI: A broader term for AI that creates new text (LLMs), images, and more











A Framework for Ethical AI 

Governance
• Ethical Risk Assessment

• Integrate ethics review at project inception

• Conduct a risk assessment to identify potential harms, affected populations, and 
regulatory compliance requirements

• Classify projects by risk level to determine the rigor of subsequent reviews and 
approvals

• Governance Structure

• Form an AI Ethics Committee comprising cross-functional representatives 
(engineering, legal, compliance, domain experts, and ethicists)

• This body reviews high-risk projects, enforces policy adherence, and advises on 
mitigation strategies

• Lifecycle Integration (next slide)



Lifecycle Integration
Embed ethics checks at key milestones

• Design Phase
• Define use cases, ethical requirements, and success criteria

• Data Collection & Preprocessing
• Evaluate data sources for biases and privacy risks

• Model Development
• Apply fairness constraints and document design decisions

• Validation & Testing
• Conduct bias audits, adversarial tests, and performance evaluations across subgroups

• Deployment & Monitoring
• Implement monitoring dashboards for drift detection, fairness metrics, and incident 

reporting

• Post-Deployment Review
• Regularly reassess ethical performance and update documentation



Key Ethical Principles

FAIRNESS TRANSPARENCY ACCOUNTABILITY PRIVACY ROBUSTNESS



Fairness
• Fairness entails ensuring equitable treatment and outcomes across 

demographic groups

• AI systems must be designed to detect and mitigate biases arising from 
unrepresentative training data or discriminatory historical patterns

• Techniques include pre-processing adjustments (rebalancing datasets), 
in-processing constraints (fairness-aware learning), and post-processing 
corrections (calibrating outputs to reduce disparate impact)

(Hardt et al., 2016)



https://doi.org/10.1371/journal.pmed.1002689.g001



UBEP aims to propose an Ethical Assessment Tool 
(EAT) tailored to evaluate AI systems across key 
ethical dimensions

Ethical Assessment Tool 



Methodology 1/2

• The UBEP Ethical Assessment Tool (EAT) is designed to 
provide a structured and comprehensive framework for 
evaluating the ethical implications of AI systems

• The tool aims to be practical, scalable, and adaptable to 
various AI applications

• It incorporates key ethical principles identified in existing 
frameworks and literature



• The EAT was created as an open access tool
• The tool comprises distinct domains, including explainability, 

generalizability, open data, risk of bias, impact of wrong 
predictions, transparency, data privacy, reproducibility, 
fairness, accountability, stakeholder inclusiveness, and 
financial impact

• The domains were derived by published guidance for statistics 
in clinical research

• Each dimension is meticulously defined and operationalized to 
facilitate a thorough assessment



Development of the EAT
Literature Review

The development process began with a thorough review of existing ethical guidelines and

frameworks. This review helped identify the core ethical principles and the gaps that the UBEP tool

could address. Key references included guidelines from the European Union, UNESCO, WHO,

and recent academic studies on AI ethics.

Stakeholder Engagement

Engaging with stakeholders, including AI developers, ethicists, policymakers, and end-users, was

crucial. This engagement ensured that the tool addressed practical concerns and was user-

friendly. Workshops and focus groups were conducted to gather input and refine the tool's design.



Framework Development 1/2

The framework comprises several modules, each focusing on a specific ethical dimension:

• Explainability: Assesses the transparency of the model's decision-making process, ranging

from complete opacity to full transparency. It focuses on a human-AI interaction,

conceptualizing AI mainly as an end-product and humans as being capable of understanding it.

• Generalizability: Measures the model's performance on new data, from poor to excellent

adaptation.

• Open Data: Evaluates the accessibility and openness of the data used by the model.

• Risk of Bias: Assesses the fairness and impartiality of the model's predictions.

• Impact of Wrong Predictions: Gauges the consequences of model errors, from severe to

negligible.

• Transparency: Evaluates the clarity and openness of the model's design and implementation.

• Data Privacy: Assesses the protection of user data, from insecure to highly secure.



Framework Development 2/2

• Reproducibility: Measures the ease of replicating the model's results, from challenging to

straightforward.

• Fairness: Evaluates the model's impartiality across different groups, from consistently

discriminatory to completely fair.

• Accountability: Assesses the mechanisms in place to ensure responsible model development

and deployment. AI shall be created and operated to provide an unambiguous rationale for all

decisions made.

• Stakeholder Inclusiveness: Evaluates the extent to which stakeholders are involved in the

model's development, from complete exclusion to full inclusiveness.

• Financial Impact: Assesses the potential financial repercussions of model errors, from severe

losses to negligible impact.



Pilot Testing and Validation

The tool was pilot tested in several AI projects within UBEP,

including applications in healthcare and public health

Feedback from these tests was used to refine the tool further

Validation involved comparing the tool's assessments with

those from established frameworks to ensure consistency and

reliability



Results 1/3

The tool provides a radar chart with an overall score ranging from 

0 to 1, depending on the options chosen for the various domains. 

The radar chart condenses the information derived from each 

domain into a single polygon, providing a visual representation of 

the ethical assessment.

• Explainability assesses the transparency of the model's decision-making process. In the pilot

tests, models with high explainability scores provided clear and understandable reasons for their

decisions, facilitating trust and accountability.

• Generalizability measures the model's performance on new data. Models that scored well in this

domain demonstrated excellent adaptation to diverse datasets, ensuring robustness and reliability.



Results 2/3

• Data

Open data evaluates the accessibility and openness of the data used by the model. High-scoring models
utilized publicly available datasets, promoting transparency and reproducibility.

• Risk of Bias

The risk of bias assesses the fairness and impartiality of the model's predictions. Models that performed well in
this domain had mechanisms in place to detect and mitigate biases, ensuring fairness across different groups.

• Impact of Wrong Predictions

This dimension gauges the consequences of model errors. Models with low impact scores had negligible
consequences for wrong predictions, mitigating potential harm to users.

• Transparency

Transparency evaluates the clarity and openness of the model's design and implementation. High-scoring
models provided comprehensive documentation and clear explanations of their methodologies.

• Data Privacy

Data privacy assesses the protection of user data. Models that scored well in this domain implemented robust
encryption and anonymization protocols, ensuring compliance with privacy regulations like GDPR.



Results 3/3

• Reproducibility

Reproducibility measures the ease of replicating the model's results. High-scoring models provided detailed
methodologies and open-source code, facilitating reproducibility by other researchers.

• Fairness

Fairness evaluates the model's impartiality across different groups. Models that scored high in this domain demonstrated
consistent performance without discriminatory outcomes.

• Accountability

Accountability assesses the mechanisms in place to ensure responsible model development and deployment. High-
scoring models had clear accountability structures and processes for addressing ethical concerns

• Stakeholder Inclusiveness

Stakeholder inclusiveness evaluates the extent to which stakeholders are involved in the model's development. Models
that scored well in this domain actively engaged stakeholders, ensuring that diverse perspectives were considered.

• Financial Impact

Financial impact assesses the potential financial repercussions of model errors. Models with low financial impact scores
had minimal financial consequences for wrong predictions, reducing the risk of significant losses.



Discussion

Strengths

• Comprehensive 

approach

• Adaptability

• Stakeholder 

engagement

Limitations
• The tool's effectiveness 

depends on the quality of 
input data and the 
commitment of stakeholders 
to ethical principles. 

• Need for continuous updates 
and improvements to keep 
pace with advancements in AI 
technology



Comparison with Existing Frameworks
• While UNESCO’s guidelines provide broad ethical principles, the UBEP tool operationalizes 

these principles into specific, measurable criteria

• The general frame of the Ethical Assessment Tool (ETHAS) that was used in another study 

was based on two integrated checklists for self-assessment, the Ethical Assessment Sheet 

(EES) and the Ethical Risk Assessment (ERA). Ethical assessment especially when 

performed in the guise of self-assessment, allows anticipating the critical aspects that can 

compromise the ethical acceptability of a procedure and intervening before their eventual 

occurrence could damage the reputation of the whole conversation project and alienate 

societal support

• The same applies with the ALTAI tool that was used in another study, as an interactive self-

assessment tool and was implemented for the assessing AI-Bases technologies from 

SHAPES Pilots

• Another reliable tool is the Responsible DAI solutions Assessment Tool that was among 

the first tools to offer a comprehensive, valid and reliable means to measure the degree of 

responsibility of DAI health solutions



Future Prospects

• Refining the tool based on user feedback and 
expanding its applicability to emerging AI 
technologies. 

• There is also a need for longitudinal studies to 
assess the long-term impacts of AI systems 
evaluated using the tool. 

• Additionally, integrating the tool with AI 
development platforms could streamline the 
ethical assessment process, making it an integral 
part of AI development workflows.







UBEP-AE for injury coding

Classical ML AE score 0.49 GPT AE score 0.22
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